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1 Introduction

Reducing Internet auction fraud is one of the greatest ehgdls in today’s electronic
market. Most of the electronic auction platforms use ontppde reputation system
that can be easily manipulated [1,2,3]. Although reputasgstems can be used to
detect frauds, they provide little detailed informatioroabthe fraud itself except user
comments.

In today’s Internet auctions a majority of users are vulbkr#o being cheated due
to their inexperience. Significant experience is requiredrtderstand every aspect of
Internet auctions. Despite many help pages and tutorialgged by auction platforms,
in most cases it is not easy to teach users how to protect gheassrom Internet fraud.
To inform their users, auction services are offering insigto other user feedbacks.
Yet, a large number of feedbacks presented to the user istisoesean obstacle, rather
than a support for the decision making user. Different usanshave different opinions
about the behavior of another user, but reputation systexatdvery feedback equally.
Thus it becomes necessary for the decision making user tbaed analyze every
comment, sometimes even proceeding recursively in ordardliuate how realiable the
commenting user is. Moreover sometimes it is very difficolirtfer useful information
from the feedback’s text.

Because of Internet fraud every party can suffer signifit@sges. According to the
Interned Fraud Watch® average value of losses in online auctions fraud in 2007 came
to $1,371.08. Buyers pay and never receive their goods, caive damaged items.
Sellers are deceived by fraudulent users who bid, but nea&erany payment. Because
of buyers indolence sellers wait for contact with buyerstfw long, and goods are
blocked in their stocks (affecting their cashflow). Intdraections service providers do
not receive the handling fees because many auctions do daioerectly.

The simple reputation systems for Internet auctions caextoact knowledge from
users’ feedbacks to assist inexperienced auction usergyd@alis to design automatic
comment classification methods that will allow a meaningfistinction of different
types of negative and neutral comments. The classificationld use classes that have
a clear interpretation for users, and that allow to evaltia¢eharmfulness of another
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user’s behavior. When all negative comments are treatedlgdyareputation algo-
rithms, it is impossible to distinguish between malicioehévior and accidental mis-
takes. The proposed classification method has been ewdloata large trace from a
real Internet auction site. The classes are created usthgabop-down and a Bottom-
up method through an analysis of comment contents.

We have developed a hierarchical model of user behaviort@ret auctions (sep-
arately for buyers and sellers). By checking the frequeriocourrence and the signif-
icance of reported transaction problems we have creatgulesichassification method
to detect potential threats related to users’ transactibims final decision to accept or
reject a transaction still depends on the user and her prefes. We have also proposed
method of rating complaints against sellers and buyerscdmate used to modify the
Internet auction reputation algorithms. Our solution candeployed alternatively to
the user’s feedback list. Including it into the reputatigntem can increase trust of all
parties to the auction platform and reduce user uncertainty

The rest of this paper is organized as follows: in the nexiaeeve describe related
work. In section three, we discuss the characteristics@falis electronic auction mar-
ket and their risk. In section four we propose the classificabf complaints for seller
and for buyer. Section five describes the classificationtefar real data from Internet
auction platform. In section six we propose a system of gatihfeedback types de-
pending on the harmfulness of reported behavior. Sectizenseoncludes and presents
ideas for future work.

2 Related work

Most of recent work has been focused only on the seller’slprifi5]. Much work has
been devoted to inducing users to behave properly [6,5] #saweetecting fraudulent
users [2,1]. There are some tools dedicated detectingdtantsellers IProtoTrule) or
entire cliques of fraudulent agentsetProbe [7]). Gavish and Tucci [3] have presented
the seller’s swindling methods in Internet auctions. Gragd Scott [4] have proposed
a model of complaints against sellers. Although their miglgimilar to ours, they have
used a manual process to classify feedbacks and did notggapoating of feedback
types. The work of Dellarocas [6] applies in situations vehasers can intentionally
give unfair ratings to each other. The author has proposedroeal the identities of
buyers and sellers to prevent such discrimination.

3 Characteristics of agents in the electronic auction marke

We can distinguish three types of agents in Internet austibanyers, sellers and the
auction service provider. Each type of agent has differetdrésts and can execute
different actions in the auction system.
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3.1 The Buyer

The buyer is most vulnerable to fraud, because of the onlicgan architecture which
in most cases requires the use of the advance payment m&ihioetimes items can be
paid by cash on delivery which is safer for the buyer. In gahre buyer is obliged to
make the payment before receiving the item. Hence a buyiskssmuch higher than
a seller’s.

3.2 The Seller

The sellers usually have a better position, because theyotloisk any money, but
the time spent on maintaining an auction indirectly affabisir income. According
to regulations sellers cannot interfere in their aucti@s] they cannot refuse to sell
the item if the auction is finished. In some cases a seller eaoke the bid of a user
for a specific reason, but in most cases the seller has to diathve winning buyer.
If there is no payment after an appropriate time the seller mat this item up for
auction once again. However, the seller has lost time on taiaing the auction as
well as the handling fee. In some cases (specified by thecsuptatform) sellers can
get their handling fee back. In the worst case the sellers#melitem using the cash
on delivery payment method and the buyer does not receivigeime(the seller loses
shipping costs).

3.3 The Service Provider

The third agent - the auction service provider risks no mphayits income depends
directly on the total number of auctions carried out by sslléloreover there is a
possibility (for example when the buyer does not pay for amjtthat the seller can
demand his handling fee back. Thus it is in the best interb#he auction service
provider to discourage agents from cheating and punistifras quickly as possible.

4 Feedback Classification Model

Existing reputation systems do not distinguish betweefeiht kinds of negative or
neutral user feedback. In addition, they use a very simgletagion algorithm. As long
as we treat every negative feedback equally, we cannohdigth purposeful behavior
from an accidental one. For example, there is a great difterdoetween sending the
wrong color or size of a T-shirt and not sending it at all.

In order to create our classification model, we have obtameshl world dataset.
The dataset has been acquired framaw.allegro.pl which is the leading Polish online
auction provider. We have selected the subsetsd69 negative or neutral feedbacks
for 12188 different users. We have partitioned the feedbacks intagreaps (for sellers
and for buyers) and designed two independent classificaties for each group.

We have mined the information from the users’ comments usimgindependent
classification rules for each groupop down andbottom up. These approaches helped
us to compare the outcomes - different types of complaimghe basis of which we
created a taxonomy by connecting the types according terdift meanings.



4.1 Classification methods

We have used two approaches to create the taxonomy of usgraiata. In the first
approach we have created a simple typology tree by a semiratic method using
our regex creator tool. In the second approach we have used advanced datagminin
techniques to cluster the co-occurring words into grouperilwe have confronted the
results from both methods and created the tree structuesgipied in Figuré and?2.

The Top-Down Classification Approach In this approach we have used regular ex-
pressions for the classification of complaints. We havegiesi and implemented a
simple tool to create regular expressions and assign pattercomplaint types (or to
create new types if necessary). The tool has a built-in takemnd stemmer that help
us to create new regular expressions through a couple dfsdit still needs human
control to find a new pattern). Because there are many sgadlirors in users’ feed-
backs (especially not using national special characteeshave created an alternative
set regular expressions without national characters.

The Bottom-Up Classification Approach In order to extract different types of com-
plaints we have constructed six corpora for the followingds of feedbacks: negative
for buyers and sellers, neutral for buyers and sellers, #sas@egative and neutral for
buyers and sellers. In the next step for every corpus we lgaeesated a binary network
of co occurring words for every bi-gram with frequency higtiren9. Such a network
consisted of vertices standing for words and edges repiagemelations of their co-
occurrence. Our aim was to recreate clusters in a given met@presenting groups of
words which frequently exist together. In order to do so weliag the Newman Girvan
algorithm [8] [9] for community detection. This approachbizsed on the measures of
shortest paths and betweenness centrality calculatedd@se

A shortest path between two vertices is a path with minimahiner of vertices
between them. Edge betweenness is defined as the numberrtafsshpaths between
pairs of vertices that run along it. If there is more than ohertest path between a
pair of vertices, each path is given equal weight such thattdkal weight of all of
the paths is unity. The Newman Girvan algorithm calculakeslietweenness for all
edges in the network, removes the edge with the highest betvess, then recalculates
betweennesses for all edges affected by the removal andtsepmoving the edges
with highest betweenness and recalculating betweennestkso edges remain.

The Newman Girvan algorithm produced a dendrogram. In ciml@stimate the
quality of a particular division of a network, there is cdited a measure comparing
the number of edges inside communities and between thenfrgiation of the edges
inside communities minus the expected value of the sametitpianthe network with
the same community divisions but rundom connections betwheevertices.

The effect of the application of Newman Girvan algorithmsisted of sets of words
which usually occured together in our corpora. These sets treated as meaningfull
types of complaints.



4.2 A Taxonomy of User Complaints

Complaints Against the Seller. The full model of complaints against sellers is pre-
sented in Figurd. We distinguish two kinds of losses due to fraud: time and eyon
related. We mark complaints related to loss of time withpsii lines. Those colored
in light-grey are related to loss of money. We have obserkiatithere are two general
groups of complaints: seller behavior related and itemtedlaln the first group we
include the following seller behavior:

— Fraudulent behavior. Shill bidding or shipping overcharge. We consider only ex-
plicitly formulated accusations, not those computed frashdnical auction data.

— No response Communications with the seller after the auction was imibss
The seller did not answer phones, nor responded to e-mails.

— Odd behavior. The seller behaved in a completely unpredictable mannerras
nication with the seller was possible but handicapped. EHerssent the item with
a delay or did not define the payment method and shipping.price

The second group of complaints is related strictly to thenitgend consists of:

— Item not sent or lost. The item was not sent to the recipient. Sometimes the seller
argues that the item was lost by the courier or post office.

— No product to sell. The seller declares that the item was already sold to another
buyer, or the item is no longer on sale. In this case the itemtisent to the buyer.

— Careless PackingThe seller did not take care about the packaging of the items.
This type also includes the situation when the received tas damaged. It is not
possible to verify if the seller sent a damaged item or the ite&as destroyed during
shipment.

— Wrong item. The seller made a mistake and sent a wrong item (wrong color or
type) or the received item was not complete.

— Item not as expectedrhe item seems to be illegal goods (a fake, or a pirate copy
of software) or just does not satisfy the buyer.

Complaints Against the Buyer In Figure2 we present the complaints model for the
buyer. Similarly to the previous model we mark with stripgtes complaints related

to loss of time. Those colored in light-gray are related &slof money. We can also
partition complaints into user related and item related.

— No response Communications with the buyer after the auction was imssi
The buyer did not answer phones, nor responded to e-maileplamts of this
type are in most cases also classified as 'no payment’ contpl@very complaint
could be classified into more than one type).

— Odd behavior. The buyer seems not to follow the auction rules, or did nad tha
information provided by the seller. Sometimes the buyées to force the buyer to
choose a particular payment method.
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Fig. 1. Typology of complaints against seller

— Delivery not acceptedThe buyer did not accept the delivery which should be paid
for by cash on delivery. The seller must pay the round tripgimig charges, which
is sometimes a significant amount of money. This is the onbe tyf complaints
against the buyer related to loss of money.

— No intention to buy. The buyer did not pay for the item, and did not inform seller
about her plans. Sellers call such behavior childish oribiglébr fun.

— Reneged on buyingThe buyer contacts the seller and declares that she will not
buy the item.
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Fig. 2. Typology of complaints against Buyer
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5 Classification Results

We have partitioned all negative and neutral feedbackstheodetailed types of the
complaint taxonomy, using regular expressions preparékétwo classification meth-
ods. Each complaint type has its own meaning and also a usifusf regular expres-
sion patterns. In our evaluation we have used only types fr@mgeneral level of the
taxonomies, in order to obtain more legible results. Pastéom the detailed types are
used in types from the general level.

We have tested all negative and neutral feedbacks made leyssahd buyers and
assigned to types in our taxonomy (for the seller and the txggpectively). We have
matched each feedback against all patterns from our modfgdedback could be as-
signed to more than one pattern from different types. Wegntesormalized results
of all neutral or negative feedbacks separately. In additie@ present the percentage
results jointly for all nonpositive feedback (negative eutral comments).

Our regular expression tool has matched 68% of negative @ntm{for the seller
and the buyer equally), 54% of neutral comments for the isal@ 35% of neutral
comments for the buyer.

Unclassified comments contain mostly useless informationspecified reason or
lots of spelling errors). The amount of such feedbacks caedeced by enabling users
to choose one of our proposed complaint types from a listatbsbf editing comments
by themselves, keeping the possibility of editing commeafterwards to add more
information if desired.

The difference in classification quality between negativd neutral feedbacks is
caused by the fact that neutral comments contain less contgplahich are the most
useful information for classification.

5.1 Classification of complaints against the seller

Negative feedback.In Figure3 we present the frequency of occurrence of complaints
against the seller. Most of the negatives are due to a lackspianse from the seller or
not receiving the item (Please compare it to the taxonomggmied in Figura). This

is predictable since users do not like to be uninformed, @afte when they risk their
money. A significant amount of negative feedback is due tblpras with the item, like
sending a wrong or low quality item. There is a small amourdicéct accusations of
shill bidding or excess shipping cost. We have also notigadessituations when the
seller refuses to sell the item and informs the buyer about it

Neutral feedback. Neutral feedback was sent in most cases when the item did/eot |
up to buyers expectation or the item was different (for eXendfferent color or size)
than described in the auction. Seller behavior such as @mbivith understanding the
seller or delays in sending the item was also a frequent nefas@ neutral, rather than
negative feedback. In comparison with negative feedbackameobserve a significant
drop (almost 50%) of complaints related to not sending i ibr ignoring the buyer.
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Fig. 3. Results for seller complaints

5.2 Classification of Complaints Against the Buyer

Negative feedback.We present the classification results for the buyer in Figu&m-
ilar to the results for the seller, most of negative feedbaak sent due to problems of
communication with the buyer. There have been two main reatmsend a negative
comment: the first is the lack of payment, the second is no aamication at all (which
often occurs simultaneously). We can observe a significat th the amount of neg-
ative feedback when the buyer declares that he will not bayittm (for any reason).
Odd behavior of the buyer is not a serious problem for theesélhe buyer still must
pay before receiving the item). To our surprise there areesoases when the buyer
does not accept the delivery. This forces the seller to iadditional expenses (round
trip shipping costs). Such situations can be caused by adaokoney at the time of
package arrival (buyer recklessness).

Neutral feedback. As we can see sellers tolerate all strange behavior of bagdiong
as they pay for the item. They are also tolerant when the bdgelares explicitly that
he resigns from buying the item (item can be put for auctiocze@gain). In comparison
with negative feedback we observe a considerable drop iartieunt of neutral feed-
back when communication with buyer was not possible aneétyealso no payment at
all has been made.

6 Rating the harmfulness of unfair behavior

To make our research more applicable to Internet auctionzre@se a simple method
for rating the types of complaints along their harmfuln&§s. proposéiar mfulness to

be the difference between the frequency of occurrence dditivegand neutral feed-
back. We compute thiearmfulness for every type in our complaint taxonomy. A type
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Fig. 4. Results for buyer complaints

of complaints tends to be more harmful if more negative theutnal feedback is clas-
sified into that type. We have sorted the groups of complatieg theharmfulness
and present the detailed results in Table 1. We have alsagased thénarmfulness
with the frequency of occurrence of each type of complaiatu¥s of the frequency of
occurrence were generated from nonpositive feedbacksafimegr neutral feedback).
In addition we have added the relation of each type to loskiésie or money from the
model presented in Figures 1 and 2. Our rating scheme doe®erdtto be approved
as is, but it can be used to detect major threats. We suggestvhry user tunes this
scheme to her preferences.

6.1 Most Harmful Seller Behavior

The most harmful seller behavior is lack of resporgs&4). To reduce this kind of unfair
behavior, auction platforms can provide additional chésxaEcommunication with the
seller. Another type of harmful behavior is not sending teeniafter the auction. This
type can be reduced by charging the seller an amount whicbngdispon the final price
of an item, and to return this amount after the transactionptetes successfully.

Less harmful, but also often frequent fraudulent behagoelated to the condition
of an item. Our solution can help in the following manner:

Bob the buyer wants to buy some T-shirts. He finds that Sam ¢her sas the
required object on his auction. Our system checks Sam’s @ntsrand warns Bob
that items shipped by Sam are often damaged. Bob requestadkage insurance and
selects a proper shipping method. Consider also a similat&n, but in this case Sam
often sends different or incomplete items. Since Bob is edrdoy our system he can
contact the seller and send detailed information aboutebaested size and colors to
ensure completeness of the package.



Table 1.Rating and the frequency of occurrence of types of nonpesiiedback

Complaint type against seller

Harmfulness Time or Money Frequencgafrrence

[%] related [%]

NO RESPONSE 15.71 T 23.48
ITEM NOT SENT OR LOST 11.86 18.22
NO PRODUCT TO SELL 0.44 T 1.29
FRAUDULENT BEHAVIOR -1.09 M 1.46
CARELESS PACKAGING 2.1 M 134
ITEM NOT AS EXPECTED -6.22 M 18.96
ITEM WRONG -6.7 M 11.58
ODD BEHAVIOR -11.9 T 11.62
Complaint type against buyer

NO INTENTION TO BUY 18.11 T 36.47
NO RESPONSE 12.11 T 36.09
DELIVERY NOT ACCEPTED 0.42 M 3.07
RENEGED ON BUYING -5.59 T 9.67
ODD BEHAVIOR -25.06 T 14.7

6.2 Most Harmful Buyer Behavior

The most harmful buyer behavior is bidding without intentto pay for the item and
lack of response after the end of an auction. The joint fraquef occurrence of both
types is72% of all non positive feedback against the buyer. A good idea lva to
introduce some time threshold after which the seller caaraatically put the item for
an auction again without paying the handling fee. Such aisoleannot prevent fraud,
but at least the seller can save some time. The seller camegjsest advance payment
for the item if there is a high possibility that the buyer betmunfairly (and refuse to
accept any other payment method but advance payment).

Consider a situation where Sam the seller puts some itent api€tion. He checks
from time to time who bids in his auctions using our systemr &ystem checks all
previous feedbacks for every bidder. Bob the bidder is dladsas a buyer who often
has no intention to buy after he wins the auction (bids for) fldob has actually the
highest bid, so Sam wants to ensure that Bob pays for the itesmthe auction ends.
He sends an e-mail with a detailed description of the itemuesting an immediate
response and advance payment. Sam can also remove Bolf8bid does not reply.

7 Conclusion and Future Work

In this work, we have designed a taxonomy of complaint typestiyers and sellers in
Internet auctions. Our model is based on real data fremv.allegro.pl. We have also
proposed the rating of complaint types which can be a biglthiock for an improved
reputation system. Our rating scheme may be used by Intauwion platforms to
detect and fight against the most harmful frauds and therelvyrgore trust from the
users.



In the future we are going to integrate our model with BretoTrust tool which is
a part of the uTrust libraryProtoTrust is an interactive web browser extension which
helps user in decision making process using trust managdaemiques. It is capa-
ble of computing more complex measures than simple reputéRisk, Probability of
Fraud, average selling price) and takes into considerdkiercontext of an auction.
Through the integration witRrotoTrust we hope to create a helpful, user-friendly tool
that can help users to detect unreliable contractors.
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